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This talk is based on...

AdaM: an Adaptive Monitoring Framework for Sampling and Filtering on loT Devices, D. Trihinas

and G. Pallis and M. D. Dikaiakos, 2015 IEEE International Conference on Big Data (IEEE BigData
2015), Santa Clara, CA, USA Pages: 717-726, 2015.

Low-Cost Adaptive Monitoring Techniques for the Internet of Things, D. Trihinas and G. Pallis and

M. D. Dikaiakos, Transactions on Big Data, 2016, (In Review).
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loT was initially devices sensing and exchanging data streams
with humans or other network-enabled devices

Cisco Blog > Internet of Everything

Growing up with Sensors and Smart Devices: How will the Internet of Everything Transmit
Impact Our Children?

% Sheila Jordan | October 2, 2013 at 4:34 pm PST
\$
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Edge-Mining

A term coined to reflect data processing and decision-making on

“smart” devices that sit at the edge of loT networks

Y

Actuation pm=
Authenticate

T _untrusted device '
. 6 @ Transmit
Buy more
detergent

...our devices just got a little bit more “smarter”...
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The “Big Data” in loT

[IDC, Big Data in loT, 2014]
50,000,000,000 e
40,000,000,000,000 GB

worth of data across the Internet of Things. [Cisco, IBSG, Apr 2011]

More Connected Devices Than People
World

Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
loT Monitoring Data [Gartner, 2015] 'i' lil 'il w
2% of digital universe in 2012 ...
VR 500 Million 12.5 Billion 25 Billion 50 Billion

Projections for >10% in 2020

Connected
Devices
Per Person
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Big Data Challenges Transitioning to loT

. . . Device /CPU Speed | Memo Price
Taming data volume and data velocity with TTENNe o cos 500
Typical Phones 2 GHz 2GB ~$300
o o o oo, e Discarded Phones 1 GHz 512MB || ~$22
limited processing and network capabilities [Fceesore st | om [svE | 5%
Raspberry Pi 900 MHz 512 MB $35
Arduino Uno 16 MHz 512MB J| ~$22
mbed NXP LPC1768 96 MHz 32K $10

Zhang et al., Usenix HotCloud, 2015
loT devices are usually battery-powered which means intense

processing results in increased energy consumption (less battery-life)

Raspberry Pi 2 Bench Test

Pi State (Power Consumption\
Idle 420 mA (2.1W)
400% CPU load 800-1100 mA (~4W)
400% CPU load + write to disk 900-1200 mA (~4.5W)

400% CPU load + write to disk + send over network Q250-1400 mA (~6.25VD
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Metric Stream

A metric stream //={sJ7}4i=0Tn published from a monitoring
source is a large sequence of samples, denoted as s¥7 , where /=0,

1,...,72and 77— oo

Each sample 547 is a tuple (¢47,v)7 ) described by a timestamp £J7

and a value 247

Metric Stream M
20000

10006 Lsdi+1

sl

0 20 40 60 80 100 120 140 160 180 200
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Periodic Sampling

The process of triggering the collection mechanism of a monitored source every

7 time units such that the 77£/ sample is collected at time £Li =77

———— Metric Stream M sampled every T = 1s

20000

10000

» lel"l‘ 1

[
»

, — sbi

0 20 40 60 80 100 120 140 160 180 200

Compute resources and energy are wasted while generating large data volumes at a high velocity

———— Metric Stream M sampled every T = 10s

20000

0 20 40 60 80 100 120 140 160 180 200
Sudden events and significant insights are missed
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Adaptive Sampling

Dynamically adjust the sampling period 747 based on some function

(M), containing information of the metric stream evolution

25000 — Metric Stream M with 7=15 —— Metric Stream M’ dynamically sampled

10000

0 20 40 60 80 100 120 140 160 180 200

Find the max 7' €[ 7Y¢min, 7lmax | to collect sample 54741 based on
an estimation of the evolution of the metric stream o( M), such that M

differs from M less than a user-defined imprecision value ¥ (dIst<})
T = arg%na:{ {f(s, T, p(M),dist,y) | dist <7, T € [Trin,Trmaz)}

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015



Metric Filtering

The process of suppressing metric value dissemination when
consecutive values do not “change” (e.g. differ less than a

range of values)

Goal: Reduce data volume and network overhead in favour of

exact precision

How much “change” is required, depends on the type of filter
applied
The receiver-side (e.g., base station, monitoring server) assumes

that the values of any unreported metrics remain unchanged

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015
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Metric Filtering

Fixed Range Metric Filters

if (curValue € [prevValue - R, prevValue + R ])

filter (curValue)

Metric Stream M with fixed filter range 2= 1%

300

Can we know this R
200 beforehand?
Should it keep the

100

same value forever?

0 Is it the same for each
0 20 40 60 .
< > and every metric?

No samples are filtered
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Adaptive Filtering

Dynamically adjusting the filter range A based on the current variability

of the metric stream, denoted as c](M)

Metric Stream M —— Metric Stream M with adaptive Range
300
200
100 f?ll:il
o sdi+1
K%
0
0 20 40 60

Find the max filter range 24i+1 €[ Admin ,Rlmax ] for sample

sdi+1 suchthat MT differs from M less than a user-defined

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015
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The AdaM Framecwork

/ AdaM loT Device\

Sensing Adaptive Processing
Unit Sampling Unit

t g Knowledge
‘ (T\ll+1 , Base d %
cll) Adaptive Dissemination Arduino
(RLi+1, Filtering -
i)

> <
S -

Beacons

Software library with no external dependencies embeddable on IoT devices

Reduces processing, network traffic and energy consumption by adapting the

monitoring intensity based on the metric stream evolution and variability

It’s open-source! Give it a try!
Achieves a balance between efficiency and accuracy https://github.com/dtrihinas/AdaM
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Adaptive Sampling Algorithm

Step 1: Compute the distance J47 between the current two

consecutive sample values
oNi=|vii—vii—1|

Why use the distance instead of the current value?

600 |

Threshold

4007

200
c

[Meng, Trans on Computers, 2013]

1 11 21 31 41 51 61 71 81 91 101111121131141151161171181191201

Threshold-base techniques increase sampling rate while sample values
approach a user-defined threshold
 Good for anomaly detection (e.g. DDoS attacks)

But, what about events away from threshold? (e.g. low rate DDoS attacks)
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Adaptive Sampling Algorithm
Step 2: Compute metric stream evolution based on a Probabilistic

Exponential Weighted Moving Average (PEWMA) to estimate J {741

and the standard deviation g J/4+1 :

SN+l =pli=a-wli—1+(1—a )dll
Looks like an exponential moving average, right?
But weighting is probabilistically applied!
a=a(1-Pli)

S1 = pi < a;-s1+ (1 —a;) - 0;
82(—62"32-}-(1—({2')'(5?
52’-{-1(_31

Moving standard deviation
with only previous value

knowledge

A 2
Oi+1 4/ S2 — 87
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Why use a Probabilistic EWMA?

20000

18000

16000 9 ‘
14000 ‘

2
2
= 12000
g
E 10000 | ’% ‘ :
i‘; 8000 A L =a :: A
% 6000 M . ‘v, "| ‘V $ | ¥ vy ‘.1 g (7 .,
z tw \! y Y e Ven \

4000 ¥ v/

t 1 )

0
0 20 40 100 120 140

Time Intervals

—— Initial Signal --¢--PEWMA —s—EWMA

Simple EWMA is volatile to abrupt transient changes

Slow to acknowledge spike after “stable” periods Sounds a lot like a job for

S—

If “stable” phases follow sudden spikes, then subsequent | 5 Gaussian distribution!

values are overestimated —
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Adaptive Sampling Algorithm
Step 3: Compute actual standard deviation g/

Step 4: Compute the current confidence (¢J7 <1) of our approach based

on the actual and estimated standard deviation

cli=1—|ocli—adli|/gli
... the more “confident” the algorithm is, the larger the

outputted sampling period 7Mi+1 can be...
Step 5: Compute sampling period 7J/4+1 based on the current

confidence and the user-defined imprecision y (e.g. 10% tolerance to

errors) o _JTAA (2, ciz 19 Ais an
i+l — Tonin- else aggressiveness
multiplier

O(1) complexity as all steps only use their previous values! | (default A=1)

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015



Adaptive Filtering Algorithm

Step 1: Compute the current variability of the metric stream using a moving
Fano Factor /Y7 based on exponentially weighted average 44/ and standard

deviation g7 already computed from adaptive sampling

Fli=alil2 /uli

..a low Fli (due to gli) indicates a currently in-dispersed

data stream which means low variability in the metric

Why use variability and rfgte?g]lbw a stepwise approach?
Rli=RII—1 +0.01-24/—1

Even for a 1% adjustment critical values can be filtered out in biosignal monitoring

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015
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Adaptive Filtering Algorithm

Step 2: Compute the new filter range 24741 based on /Y7 and the

user-defined imprecision ¥

— F
Rig1 < Ri+A- (2

)

>y - <y
R :
/:E \ ,"' N ,Z\ Fli—1 >:F llé' [le-ﬁ +2
! 'I ‘\ /’ * I \lf‘I-_- .
/ -:E \_‘E“*~.:E__I——'E’ e S\ll+3

i3 A sif ‘ll'+5 1 j1blltered,

O(1) complexity as all steps only use their previous values!
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Fvaluation
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AdaM vs State-of-the-Art

I-EWMA [1]: an EWMA adapting sampling period by 1 time unit when
the estimated error (g) is under/over user-defined imprecision
L-SIP [2]: a linear algorithm using a double EWMA to produce

estimates of current data distribution based on rate values change

Slow to react to highly transient and abrupt fluctuations in the metric stream

FAST [3]: an (aggressive) framework using a PID controller to compute
(large) sampling periods accompanied by a Kalman Filter to predict

values at non sampling points

[1] Trihinas et al., CCGrid, 2014 [2] Gaura et al., IEEE Sensors Journal, 2013 [3] Fan et al., ACM CIKM, 2012
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Datasets
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Our Small “Big Data” Testbeds

] AdaM - [CAL jects\AdaM] - [app] -
Flle Edit View Navigate Code Analyze Refactor Build Run Tooks VCS Window Help

tivityjava - Android Studio 1.1.0

=R ol < ¥ [(Rope) > W B F@ SEE S ?

0 5554:Nexus 5 APL21x86 - ©

=] © AdsMactiyjava x | aciviy.

package info.dtrihinas.adam;

@import ..

= SensorSimulator - O
@ yawapitch © rol & pitch © move | [[sensors | scenario simuiator | uick Setings | Sensors Parameters |
‘
’
ﬂ Choose Device
!
= HTC-News One |
5 ‘ Basic Orientation  Environment t Sensors
| | sensorupuate 1140ms| (|| eorm— e
|| cceterometer:0.00,3.49, 490 ‘magnetic field (Lignt |
magneic field: 13.40, -27.66, 38.45 5 N
| || orentation: 340,00, 60.00, 000 orientation prosimity
£/ ||| ignt 400.00
£ | || prosmity 10.00 Extonded Orientation pressure
S| || inear accer Jeration: 0.00, 0.00, 0,00 (
3 gamos e it Other Sensors
2| ||| rotation vector: 050, 0.17,
™| ||| awoscope: 0.00, 0.00,0.00 gravity barcode reader
o fotation vector

. axi . .
Raspberry Pi 15t Gen. Model B L ] Android Emulator + SensorSimulator
512MB RAM, Single Core ARM 700MHz 128MB RAM, Single Core ARM 32MHz

Daemon on OS emulates traces while feeding

SensorSimulator script emulates traces by
samples to each algorithm

feeding samples to Android Wear emulator for
Step and Heartrate processing

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015




Evaluation Metrics

Estimation Accuracy — Mean Absolute Percentage Error (MAPE)

1 — A, — E;
\ = -3 |2 100%
MAPE, >3 | i | - 100%

Performance counter stats for 'java -cp sampling.jar SamplerAS fitbit_avg_dataset.csv':

18958.753000 task-clock (msec) 3 0.443 CPUs utilized
16,880 context-switches $ 0.890 K/sec perf
CPU CyC eS 0 cpu-migrations # 0.000 K/sec
5,566 page-faults # 0.294 K/sec
15,94¢8,867,062 cycles % 0.841 GHz [52.39%]
7,031,455,736 stalled-cycles-frontend $ 44.09% frontend cycles idle [54.06%]
100,485,013 stalled-cycles-backend 3 0.63% backend cycles idle [54.55%]
2,441,446,273 instructions # 0.15 insns per cycle
# 2.88 stalled cycles per insn [34.97%]
215,898,656 branches #  11.388 M/sec [34.57%]
25,810,218 branch-misses $ 11.95% of all branches [35.41%]

42.759120417 seconds time elapsed

Outgoing Network Traffic

nethogs

Edge Device Energy Consumption*
Powerstat and

Wattch** 3 oo e
E = Pige - Tidle + Pepu - Tepu + Pio * Tepuwait + Pret - Tnet *Xiao et al., ACM DAC, 2010

. **Brooks, ACM SIGARCH, 2000
Other than error evaluation no other study goes through an overhead studx!

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015
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Error Comparison

AdaM (A=1) --—---  AdaM (A=2) — % -EWMA ---3--- L-SIP e
User-defined accepted imprecision set toy = 0.1

20 35 T T T T T T T T — T LT T T T LoiP
T AdaM (1) ———-  AdaM'(=2) -+ TEWMA —-x— ' LSIP = _ggﬁm(m) --—t--- AdaM (A=2) — - FEWMA - L-SIP B 50 AdaM (A=1) --—+--  AdaM (=2) - FEWMA - L-SIP =

_ 3

40 i -

S
25 % :

30

20

20 T oo
.
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. o f Alia T Pf Ada M 1 . AdaMm

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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=
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+

1 L 0 L
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Memory Trace CPU Trace Disk 1/O Trace

T T T . T T T T T
35| " AdaM (=1) -+ AdaM(A=2) -  LEWMA --x—  LSIP = | " AdaM ((=1) - AdaM'(h=2) -  IEWMA % TLsP e AdaM (=1) === AdaM'(h=2) — - EWMA --x-— LsIP =

30

oL S — B 8 a __
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o)

25 2 e .

................

20 o x
20

e
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________________
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X !
/
3
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&
N
Mean Absolute Percentage Error (%)

5 A adam 5 . AdaM | T R adam

H
0 0.1 0.2 0.3 04 05 06 0.7 08 09 1 0 0.1 0.2 0.3 0.4 05 06 0.7 0. 09 1 0 0.1 0.2 0.3 0.4 05 06 0.7 0.8 0.9 1
Moving Average Weighted Factor (a) Moving Average Weighted Factor (a) Moving Average Weighted Factor (a)

TCP Port Monitoring Trace Fitbit Step Trace Fitbit Heartrate Trace

For all traces AdaM has the smallest inaccuracy (<10%)

Even in a more aggressive configuration (A=2) AdaM is still comparable to L-SIP
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AdaM y-Parameter Evaluation

For a wide range of y-parameter values we compute AdaM’s
MAPE per trace

45 T T T
memory trace —+—

40 cpu trace ------
disk trace %
network trace &
35 step trace = -

30

25

20

Mean Absolute Percentage Error (%)

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Max Tolerable Imprecision y-parameter

Even for extreme imprecision values (>0.3) AdaM can still take correct

decisions signifying the importance of the confidence metric
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So How Well Does AdaM Perform

Memory Used (%)

TCP Network Traffic (kbps)

original trace

AdaM ---+---
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Fitbit Charge HR Wearable
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500 AdaM+FiI}:el{i§% =
S0 Filtering adds an overhead <2% to AdaM but
g
gavo ; benefits network traffic reduction by at least
ECS é‘§ .
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100 .;,.
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Overhead Comparison (2)
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S0 Data volume is reduced by 74%, energy
%.
IS
oo g consumption by 71%, while accuracy is always
< 200 N . . .
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|
100 ?‘§ .;,.
| i
N il 1
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Energy Consumption

Demetris Trihinas Talk at TU Berlin, 15 mar. 2015




— p gt i
Overhead Comparison (2
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AdaM+Filtering ) . . .
25 FAST £ FAST’s aggressiveness results in slightly lower

n
o

energy consumption and network traffic

—_
o

But, this does not come for free...

—_
o

FAST features a large inaccuracy

Mean Absolute Percentage Error (%)

o

Memory re;ce CPU Tce Disk Trcé TCPHTrc; Step Tce; Heart Tace Ad a M a C h i eves a b a I a n Ce b etwe e n

Error (MAPE . .
( ) efhmency and accuracy
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analysis on AC wavelets reflected on wrist arteries is

needed, AdaM reduces energy consumption by 86%

In the case of heartrate monitoring where signal
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Calorie Counting is based on human body indicators

(age, weight, height) and heartrate monitoring
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AdaM’s MAPE grows from 6.42% in heartrate monitoring to 9.07% in calorie counting

Demetris Trih

in contrast to FAST with 13.61% and 21.83% respectively




Overhead Comparison (4)
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Scalability Evaluation (1)

Integrated AdaM to a data streaming -------
. Data velocity is
system z reduced to a linear
_ o - growth s
JCatascopia Cloud Monitoring System ;™ -
200 S e Wt
JCatascopia Agents (data sources) use AdaM T e
IRt S
to adapt monitoring intensity TN

Archiving time is measured at JCatascopia

Server to evaluate data velocity

Compare AdaM over Periodic Sampling

https://github.com/dtrihinas/JCatascopia

JCatascopia: Monitoring Elastically Adaptive Applications in the Cloud. Trihinas, D.; Pallis, G.; and Dikaiakos, M. D. In the 14th IEEE/
ACM International Symposium on Cluster, Cloud and Grid Computing (CCGRID 2014), pages 226-235, May, Chicago, IL, USA, 2014.
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Scalability Evaluation (2)

Dublin Smart City Intelligent Transportation Service (Dublin ITS)

= Spoﬁlg
|
=
|
1000 Buses™* with GPS tracking Apache Kafka queuing Apache Spark cluster with 5 workers on large VMs
sending updates to ITS with 16 service on x-large VM (8VCPU, 8GB RAM, 40GB Disk)
params (e.g. buslD, location, (16VCPU, 16GB RAM, Alerts ITS operators when more than 10 buses in a
current route delay) 100GB Disk)

Dublin city area, per 5min window, are reporting delays

over 1 standard deviation from their weekly average
*Real data from Jan. 2014
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Scalability Evaluation (3)

Spark total delay (processing + scheduling) for T=1, 5, 10 intervals and

AdaM with max imprecisiony =

0.15
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5000 | AdaM WlthT in range 1to 103 e ]
4000 ?
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Scalability Evaluation (4

— Periodic Sampling T=1s —— 45 T T T — T T T
_ Periodic Sampling T=5s &=z : ; 1-2s 34s T 5:'65 Ny
Periodic Sampling T=10s zzz - 40 i ; : i : : :
AdaM
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D1 CD PO CF RD 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
City of Dublin Major Transportation Area Blocks Weekday Working Hours for Cental Dublin Buses (Jan. 2014)

AdaM achieves an 83% average accuracy with >85% in all major Dublin areas

compared to 46% for T=5s and 17% for T=10s

High variety of sampling rates used throughout the hours of the day showing the

need of adaptive sampling
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Conclusions

Edge-mining on loT devices is both resource and

energy intensive

Big data streaming engines struggle to cope as the

volume and velocity of loT-generated data keep

increasing
The AdaM fFramecwork

Adapts the monitoring intensity based on current metric

evolution and variability

Reduces processing, network traffic and energy

consumption on loT devices and the loT network

Achieves a balance between efficiency and accuracy
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